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**** START OF CHANGES ****
Annex X (normative):
Security and privacy in 5G system location services 
…
X.2
WLAN positioning


This clause applies only to UEs supporting the WLAN positioning.

For the positioning modes that require the UE to send WLAN measurements to the network (e.g., UE-assisted), the network should provide a whitelist of the Basic Service Set Identifier (BSSID) and/or the Service Set Identifier (SSID) to UE.  The BSSIDs and SSIDs in this whitelist may be exact values or patterns. 
Patterns for SSID (Unicode encoded ASCII character strings) shall use the wildcard characters '?' matching any ASCII character, and '*' matching any character string.
Patterns for BSSID (48 bits MAC address in hexadecimal format) shall be composed of a base address with an associated mask, each being formatted as a 48 bits MAC address.
If the UE receives this whitelist from the network, the UE shall send only those WLAN measurements to the network whose BSSIDs and/or SSIDs match the ones (values or patterns) indicated in the received whitelist. 
NOTE 1:
It is up to the network deployment to ensure that the reference WLAN APs are physically secure and tamper resistant.

NOTE 2:
In the present document, it is up to the network implementation to ensure that potentially spoofed BSSIDs and SSIDs received from the UE are detected and excluded.
X.3
Bluetooth positioning


This clause applies only to UEs supporting the Bluetooth positioning. 

For the positioning modes that require the UE to send Bluetooth measurements to the network (e.g., UE-assisted), the network should provide a whitelist of Bluetooth public-address (MAC address) and Bluetooth device-name (Local Name) to UE. The Bluetooth public-addresses and Bluetooth device-names in this whitelist may be exact values or patterns.
Patterns for Bluetooth device-names (Unicode encoded ASCII character strings) shall use the wildcard characters '?' matching any ASCII character, and '*' matching any character string.

Patterns for Bluetooth public-addresses (48 bits MAC address in hexadecimal format) shall be composed of a base address with an associated mask, each being formatted as a 48 bits MAC address.
If the UE receives this whitelist from the network, the UE shall send only those Bluetooth measurements to the network whose Bluetooth public-addresses and/or Bluetooth device-names match the ones (values or patterns) indicated in the received whitelist. 
NOTE 1:
It is up to the network deployment to ensure that the reference Bluetooth devices are physically secure and tamper resistant.

NOTE 2:
In the present document, it is up to the network implementation to ensure that potentially spoofed Bluetooth public-addresses and Bluetooth device-names received from the UE are detected and excluded.

**** END OF CHANGES ****
